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Executive summary 

The European Commission published new legislative proposals for data 
protection on 25 January 2012. The proposals consist of a draft Regulation 
setting out a general EU framework for data protection and a draft Directive on 
protecting personal data processed for the purposes of prevention, detection, 
investigation or prosecution of criminal offences and related judicial activities. 

The draft Regulation will repeal and replace the 1995 Data Protection 
Directive, which is implemented into UK law by the Data Protection Act 1998 
(DPA). The draft Directive will repeal and replace the existing Data Protection 
Framework Decision (DPFD), which was negotiated in 2008. 

To negotiate for an effective EU data protection legislative framework, the 
Government needs information about what the impact of the Commission’s 
proposals is likely to be. In particular, we would like information on the 
potential impact on organisations processing personal data, as well as the 
likely benefits to individuals through strengthened rights. Wherever possible, 
we would like this information to include practical, day-to-day examples of the 
proposals’ possible effects and monetised cost and benefit figures. We would 
also like views on the extent to which these proposals build trust in the online 
environment, whether they can contribute to economic growth and whether 
they affect the rights of individuals to the protection of their personal data. 

This Call for Evidence therefore seeks the views of data controllers and data 
processors, rights groups and information policy experts or anyone with a 
professional or personal interest in data protection.  
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Introduction 

This paper seeks evidence on the potential impact of the proposals set out 
in the European Commission’s draft Regulation (COM(2012)11) and draft 
Directive (COM(2012)10) published on 25 January 2012. The Call for 
Evidence is aimed at data controllers in all sectors and their representative 
groups, consumer and citizens’ rights groups and information policy experts 
in the UK. 

Given the early stage of the EU’s data protection proposals, an Impacts 
Checklist is being prepared. Comments on how the draft provisions would 
affect data controllers and data subjects, including monetised costs and 
benefits, are very welcome. To provide an idea of the impact of current data 
protection legislation, the Government’s January 2011 Post Implementation 
Review of the Data Protection Act 1998 and Equality Impact Assessment 
Review is attached at Appendix B. 

Links to the Call for Evidence paper are being sent to the bodies listed at 
Appendix A. The list is intended to cover a broad range of data controllers, 
rights groups and information policy experts, but evidence is welcome from 
anyone with an interest in the subject covered by this paper. 

Full details of the Commission’s proposals (including the text of both the 
Regulation and the Directive) may be found here: 
http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm 
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The proposals 

Background 

The European Commission published new legislative proposals for data 
protection on 25 January. The proposal contains a Regulation (mainly 
impacting on individuals, business, the public sector and charities) and a 
Directive (covering the police and judicial sector). The draft Regulation is 
intended to repeal and replace the 1995 Data Protection Directive, which is 
implemented into UK law by the Data Protection Act 1998 (DPA). The draft 
Directive will repeal and replace the existing Data Protection Framework 
Decision (DPFD), which was agreed in 2008 and also applied to Police and 
Judicial Co-operation in Criminal Matters.  

The proposals for new instruments in the area of data protection came about 
as the 1995 Data Protection Directive is widely perceived to be out of date.  
Since 1995, there have been numerous technological developments, notably 
increased use of computers, the expansion of the internet and the emergence 
of social media networks which have seen changes to the ways that personal 
data are handled and processed. 

The Government has undertaken a significant amount of work in preparation 
for the Commission’s proposals. The Ministry of Justice carried out a Call for 
Evidence in 2010 on the functioning of the current legislative framework for 
data protection, which attracted 163 responses. These responses confirmed 
that technology made all aspects of personal data processing dramatically 
easier, from overseas transfers to archiving. Increases in technologies, such 
as cloud computing and social networking sites, have raised new data 
protection and broader privacy issues. With technology continuously evolving, 
respondents were clear about the importance of “future proofing” the new data 
protection legislation. A response to the Call for Evidence was published by 
the Ministry of Justice in January 2011. 

In a speech to the British Chamber of Commerce in Belgium in May 2011 the 
Justice Secretary, Kenneth Clarke, said that the EU must guard against 
regulations that were so obsessively concerned with data protection that they 
fail to recognise the harm that can result from failure to share information. He 
also noted that it was important to adopt a pragmatic approach to new data 
protection rules and warned that imposing an inflexible, detailed data 
protection regime on the whole of the EU, regardless of the peculiarities of 
different cultures and legal systems, carried with it serious risks. 

The European Commission has indicated it aims to have a final agreed 
legislative framework by 2014. This Call for Evidence seeks information on the 
potential impact of both the draft Regulation and draft Directive. They are 
covered in turn below and split into separate chapter headings, as they appear 
in the proposals. The evidence received will help to inform the UK’s 
negotiating position. 
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Key areas from the Regulation 

The draft Regulation expands on the current 1995 Data Protection Directive, 
with the aim of strengthening online privacy rights and boosting the digital 
economy. There are benefits to individuals in the shape of new and increased 
rights but also new obligations for organisations who process personal data. 
Overall, it will be important to consider the impact, including costs and 
benefits, of the proposals on both individuals and data controllers. 

The Commission’s proposals include a revised definition of personal data, 
which now explicitly mentions online identifiers, locational data, and genetic 
data. This means a far broader range of information may now be subject to 
data protection rules. The rules around consent have also been changed, to 
provide clarity around the circumstances in which it can be a valid legal basis 
for data processing as well as requiring consent to be explicit. 

The proposals also contain a requirement for organisations to report data 
breaches without undue delay and where feasible within 24 hours to the 
regulator, a requirement to conduct data protection impact assessments, 
as well as a requirement for some organisations to employ a data protection 
officer. 

The Commission proposes abolishing the fee which organisations may charge 
for subject access requests (currently a maximum of £10 for most cases). 
It has also introduced a proposal for a new right to be forgotten, under which, 
in certain circumstances, individuals can request the erasure of their personal 
data which an organisation holds and require the notification of third parties 
with whom that data has been shared. 

It is proposed that national supervisory authorities will have the power to take 
action against organisations in other Member States in certain situations. 
Supervisory authorities will also be obliged to sanction specified breaches 
of the Regulation and will be able to issue fines of up to €1m or up to 2% of 
a company’s annual turnover. 

The proposals build on the existing mechanisms and provide a detailed 
framework for international transfers of personal data. There are also 
requirements for supervisory authorities to undertake prior checks of some 
types of transfers, including those based on contractual clauses. The 
derogations which data controllers can use have also been changed, and are 
more restrictive than the current situation. 
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Key areas from the Directive 

The Commission proposes to include domestic processing within the scope 
of the Directive. This means that it will, for example, cover data transferred 
between two regional UK police forces with no cross-border element. The 
Data Protection Framework Decision (DPFD), which the Directive replaces, 
only covered cross-border data transfers and not processing of personal data 
done purely within the borders of one Member State. 

There is also a proposal to define a “data subject” to mean an identified or 
identifiable person by means likely to be used and by reference to identifiers 
including “online identifiers” and “genetic” identity. 

The proposals include new rights of access and information for data subjects, 
such as the identity of the data controller, the purpose of the data processing 
and the period for which the data will be stored. There is also a new right for 
data subjects to directly demand the erasure of their personal data by the data 
controller. The DPFD also imposed obligations in respect of erasure, but gave 
Member States discretion as to whether the right could be asserted directly as 
against a data controller. 

The Commission proposes a new obligation for data controllers to implement 
“appropriate technical and organisational measures and procedures”. 

There is a proposal which requires data controllers to inform supervisory 
authorities and data subjects of personal data breaches, informing the former 
without undue delay and where feasible not later than 24 hours after discovery 
and the latter are to be notified when the personal data breach is likely to 
adversely affect the protection of personal data or privacy and should be done 
“without undue delay”. There is an exemption from notifying the data subject 
where the data controller can establish that technical measures were in place 
making the data unintelligible to anyone with unauthorised access to the data.  

The proposals also contain the new obligation for data controllers or 
processors to appoint a data protection officer.  
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Questionnaire 

We would welcome responses to the following question set out in this Call for 
Evidence paper. 

Question: How will these proposals affect you, or the bodies you 
represent? 

Wherever possible we would like quantifiable costs and benefits and 
real-life examples of the potential impact of the proposals. 

 

Thank you for participating in this Call for Evidence. 
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About you 

Please use this section to tell us about yourself 

Full name  

Job title or capacity in which 
you are responding to this call 
for evidence (e.g. member of 
the public etc.) 

 

Date  

Company name/organisation 
(if applicable): 

 

Address  

  

Postcode  

If you would like us to 
acknowledge receipt of your 
response, please tick this box 

 

(please tick box) 

 

 

Address to which the 
acknowledgement should be 
sent, if different from above 

 

If you are a representative of a group, please tell us the name of the group 
and give a summary of the people or organisations that you represent. 
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Contact details/How to respond 

Please send your response by 6 March 2012 to: 

Ollie Simpson 
Ministry of Justice 
Data Protection Policy 
6.19 
102 Petty France 
London SW1H 9AJ 

Tel: 020 3334 4566 
Email: informationrights@justice.gsi.gov.uk 

Extra copies 

Further paper copies of this Call for Evidence can be obtained from this 
address and it is also available online at http://www.justice.gov.uk/index.htm. 

Alternative format versions of this publication can be requested from 
ollie.simpson@justice.gsi.gov.uk. 

Publication of response 

A paper summarising the responses to this call for evidence is due to be 
published by 4 June 2012. The response paper will be available online at 
http://www.justice.gov.uk/ 

Representative groups 

Representative groups are asked to give a summary of the people and 
organisations they represent when they respond. 

Confidentiality 

Information provided in response to this call for evidence, including personal 
information, may be published or disclosed in accordance with the access to 
information regimes (these are primarily the Freedom of Information Act 2000 
(FOIA), the Data Protection Act 1998 (DPA) and the Environmental 
Information Regulations 2004). 

If you want the information that you provide to be treated as confidential, 
please be aware that, under the FOIA, there is a statutory Code of Practice 
with which public authorities must comply and which deals, amongst other 
things, with obligations of confidence. In view of this it would be helpful if you 
could explain to us why you regard the information you have provided as 
confidential. If we receive a request for disclosure of the information we will 
take full account of your explanation, but we cannot give an assurance that 
confidentiality can be maintained in all circumstances. An automatic 
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confidentiality disclaimer generated by your IT system will not, of itself, be 
regarded as binding on the Ministry. 

The Ministry will process your personal data in accordance with the DPA and 
in the majority of circumstances, this will mean that your personal data will not 
be disclosed to third parties. 
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Consultation Co-ordinator contact details 

Responses to the consultation must go to the named contact under the 
How to Respond section. 

However, if you have any complaints or comments about the call for evidence 
process you should contact Sheila Morson on 020 3334 4498, or email her at 
consultation@justice.gsi.gov.uk. 

Alternatively, you may wish to write to the address below: 

Ministry of Justice 
Consultation Co-ordinator 
Better Regulation Unit 
Analytical Services 
7th Floor, 7:02 
102 Petty France 
London SW1H 9AJ 
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Appendix A – Organisations to whom this Call for 
Evidence is being sent

Abbey Quilting Limited 

Action against Medical Accidents 

Action Rights for Children 

Adobe Systems 

Advertising Association 

Amberhawk Training Limited 

Archives and Records Association 

Associated Newspapers Limited 

Association for the Chief Police 
Officers in Scotland 

Association of British Insurers 

Association of British Investigators 

Association of Chief Police Officers 

Association of Medical Research 
Charities (AMRC) 

Audit Scotland  

Avon Information Management and 
Technology Consortium 

AXA UK 

Barclays 

BBC 

Bircham Dyson Bell LLP 

Bird and Bird LLP 

Birmingham City Council 

Bluefin Insurance Services Limited 

Bristows 

British Association for Adoption 
and Fostering 

British Bankers Association 

British Chambers of Commerce 

British Insurer’s Brokers’ 
Association 

British Retail Consortium 

Brodies LLP 

BSI Biometric Committee IST44 

BSkyB 

BT 

Callcredit 

Campaign for Freedom of 
Information 

Cancer Research UK 

Centre for Socio-Legal Studies, 
Oxford University 

Centrica (British Gas) 

Channel 4 

Chartered Institute of Loss 
Adjusters 

Children’s Charities’ Coalition on 
Internet Safety 

CIFAS – The UK’s Fraud 
Prevention Service 

Citizens Advice 

Civil Court Users Association 

Clear Skies Software 

Coalition for a Digital Economy 

Commercial Workers Union 

Confederation of British Industry 

Consumer Focus 

Credit Services Association 

Crown Office and Procurator Fiscal 
Service 

Crown Prosecution Service 

CyMAL: Museums Archives and 
Libraries Wales 

Dell 
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Direct Marketing Association 

DVLA 

EDUSERV 

Employment Lawyers Association 

Energy Retail Association 

Enfield Borough Police 

Equifax Limited 

Ernst & Young LLP 

Everything Everywhere 

Experian 

The Faculty of Advocates 

Federation of Small Businesses 

Finance & Leasing Association  

Financial Services Authority 

The Foundation for Genomics and 
Population Health (PHG 
Foundation) 

Foundation for Information Policy 
Research 

Fujitsu 

General Medical Council 

General Social Care Council 

GeneWatch UK 

Google 

Hammonds LLP 

Hampshire County Council 

HeLEX Centre for Health, Law and 
Emerging Technologies, University 
of Oxford 

HSBC 

Hunton & Williams 

Information Commissioner’s Office 

The Institute of Insurance Brokers 

Intellect UK 

Interactive Media in Retail Group 
(IMRG) 

International Financial Data 
Services (IFDS) 

Internet Advertising Bureau 

JANET (UK) 

Keoghs LLP 

The Law Society of England & 
Wales 

The Law Society of Northern 
Ireland 

Leeds City Council 

Lewis Silkin LLP 

Liberty  

Licensing Executives Society 
(Britain & Ireland) 

Linklaters 

London Metropolitan University  

Market Research Society 

The Media Lawyers Association 

Medical Research 
Council/Research Councils UK 

Metropolitan Police Authority 

The Metropolitan Police Service 

Microsoft 

The Mobile Broadband Group 

The National Archives 

National Police Improvement 
Agency 

National Records of Scotland 

National Association of Data 
Protection Officers 

National Grid PLC 

National Information Governance 
Board for Health and Social Care 

National Union of Teachers 

Newspaper Society 

NHS Information Centre 

NHS National Services Scotland 
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NHS Wales Informatics Service 

No 2 ID 

Norfolk County Council 

North Yorkshire County Council 

Northumbria University  

Office of National Statistics 

Open Rights Group 

Pearson 

Periodical Publishers Association 

Public Record Office of Northern 
Ireland 

Reed Elsevier 

Residential Landlords Association 

The Royal Academy of Engineering 

The Royal Bank of Scotland 

Royal College of Physicians 

Royal College of Physicians of 
Edinburgh 

Royal Mail Group 

Royal Society for the Protection of 
Birds 

Simply DP Limited 

Scottish Police Services Authority 

Serious Fraud Office 

SOCA 

Society of Editors 

South East Post Adoption Network 

Symantec 

Taylor Wessing 

T H March & Co Limited 
(Insurance Brokers) 

TechAmerica Europe 

Tesco 

Thames Water Utilities Limited 

Transparency Board 

TUC 

UK Border Agency 

UK Council of Caldicott Guardians 

UKCCIS 

Unilink Software Limited 

University of Leeds  

University of Southampton 
(School of Electronics and 
Computer Science) 

Verizon Business 

Vodafone 

Warner Bros 

Wellcome Trust 

West Yorkshire Police 

Western Health and Social 
Care Trust 

Western Sussex Hospitals 
NHS Trust 

Which? 

World-Check 

Yahoo! 



EU Data Protection Proposals Call for Evidence 

16 

Appendix B – Post Implementation Review of the Data 
Protection Act 1998 and Equality Impact Assessment 
Review 

 

 

 



 

Title: Impact Assessment (IA) 
Data Protection Act 1998 
Lead department or agency: 

Ministry of Justice (MoJ) 
Other departments or agencies: 

Information Commissioner's Office (ICO) 

IA No: MoJ003 

Date: 26/01/2011  

Stage: Post Implementation Review 

Source of intervention: EU 

Type of measure: Primary legislation 

Contact for enquiries: 
ollie.simpson@justice.gsi.gov.uk 

Summary: Intervention and Options 
  

What was the problem under consideration? Why was government intervention necessary? 

The Data Protection Act 1998 (DPA) was required to transpose into UK law the 1995 EU Data Protection 
Directive 95/46/EC ("the Directive"). In turn, the Directive was needed to establish coherent minimum 
standards amongst EU Member States, the lack of which had acted as a barrier to the free flow of personal 
data across the EU. Before this, and in response to an increase in the use of computerised records, 
standards which would protect personal data  were enshrined in the 1981 Council of Europe Convention on  
Data Protection (Convention 108).  The UK introduced the Data Protection Act 1984, which came into force 
in 1987 and, among other things, provided individuals with certain rights with respect to their personal data, 
The1998 DPA revised and replaced the provisions of the 1984 Act when it was commenced in 2000. 

 
What were the policy objectives and the intended effects? 

The aims of the Directive were to establish minimum data protection standards throughout the EU; to 
protect individuals' rights and freedoms, and in particular their right to data protection safeguards; and to 
facilitate the free flow of personal data within the EU in the interests of improving the operation of the single 
market. The 1998 DPA was enacted to give effect to the Directive, whilst maintaining the rights for 
individuals and responsibilities of organisations in relation to the processing of personal data set out in 
previous legislation (namely, the Data Protection Act 1984 which the 1998 DPA replaced). This was 
intended to result in organisations improving their information management processes, giving individuals 
increased confidence that their data are being appropriately handled. 

 
How have the policy objectives been achieved? Please highlight any unintended consequences. 

In broad terms, the DPA is working as intended, with most challenges only arising in more limited or 
technical areas.  The DPA has provided the UK with standards which the UK Government believes are in 
line with European data protection law. However, it is apparent there are still occasions when the DPA is not 
understood or applied correctly. This means that, in certain areas, the processing of personal data may still 
be open to abuse or misuse. There have also been examples of organisations citing the DPA incorrectly 
when deciding not to release information. This has led to the creation of unnecessary barriers to the 
processing of personal data (for example, in the field of health and social care) which were not intended by 
the legislation. There is also evidence that some organisations, especially (but not exclusively) in the public 
sector, are responding to high volumes of subject access requests in the context of employment disputes 
and litigation, resulting in considerable administrative burdens.  

  
What was the original commitment date to review this policy? None 

If you did not meet the original commitment date to review this policy please explain why. 

N/A 
 

Ministerial Sign-off  For Post Implementation Review Impact Assessments: 

I have read the IA and I am satisfied that it represents a fair and proportionate assessment of the 
impact of the policy. 

Signed by the responsible Minister:........................................................................  Date: 26 January 2011...........

 1 URN 10/899  Ver. 1.0  04/10 



 

Summary: Analysis and Evidence Policy Option 1 
Description:   

Data Protection Act 1998 

Description:   PV Base Time Period Net Benefit (Present Value (PV)) (£m) 
Data Year  N/A Years  N/A Low: Optional High: Optional Best Estimate: N/Q 
Protection 

COSTS (£m) 
 

Total Transition 
(Constant Price) Years 

Average Annual 
(excl. Transition) (Constant Price) 

Total Cost 
(Present Value) 

Low  Optional 

    

Optional Optional 

High  Optional Optional Optional 

Best Estimate N/Q £53m N/Q 

Description and scale of key monetised costs by ‘main affected groups’  
The monetised costs have been borne by data controllers (broadly, any organisation which decides how and why 
personal data is to be processed) in: providing information to individuals (c£50m); notifying the Information 
Commissioner of data processing activities (c£3m); seeking expert information from other parties (negligible) (all 
estimated annual costs). There are also justice system costs borne by the ICO from enforcing the DPA (£1m).However, 
some respondents to the MoJ’s Call for Evidence believed the figures outlined above underestimated the true costs 
and burdens of compliance with the DPA.   

Other key non-monetised costs by ‘main affected groups’  
Further costs have involved extra staff hired to enforce compliance with the DPA, with related training cost. There have 
been costs for those organisations that have been served penalties under the DPA and a small impact on the courts 
and legal aid budget.  Some organisations will have invested in software to protect the personal data they hold from 
misuse or theft. Incorrect application of the DPA may also have stopped agencies from sharing information with wider 
adverse impacts on crime and possibly health. The DPA may also have an impact on UK firms' ability to enter markets 
where data protection law is less stringent.  

BENEFITS (£m) 
 

Total Transition 
(Constant Price) Years 

Average Annual 
(excl. Transition) (Constant Price) 

Total Benefit 
(Present Value) 

Low  Optional 

    

£3m Optional

High  Optional £16m Optional

Best Estimate N/Q £9m N/Q

Description and scale of key monetised benefits by ‘main affected groups’  
Data controllers may have experienced benefits in terms of avoiding data breaches because of the protections, 
standards and safeguards that the DPA provides. Whilst it is impossible to establish with accuracy how many major 
breaches have been avoided and their potential costs, we assume potential savings of up to around £16m per year, 
with a more likely scenario of around £9m, based on the cost of a data breach calculated by PwC (see page 8).The 
consolidated fund also benefit from the criminal fines received as a result of DPA related prosecutions by the ICO 
(negligible). 
Other key non-monetised benefits by ‘main affected groups’  
Businesses have been assisted by the DPA in that it may encourage consumers to (for example) order goods online or 
join loyalty schemes, confident that their personal data is being held securely. There will have been increased public 
confidence in the data protection regime. With the DPA's standards in place, organisations in other countries will have 
had increased confidence to trade and do business with UK companies, Individuals' personal data has been protected 
by law, with rights of redress when it is misused.  

Key assumptions/sensitivities/risks Discount rate (%) N/A  

We assume that full compliance with the DPA has resulted in fewer data breaches occurring and that the cost of a 
breach is broadly that set out by PwC in a recent report (up to around £700,000). We also assume that other PwC 
figures from 2005 represent accurately the admin burdens placed on data controllers by the DPA.  The correspondence 
received by the Department relied upon represents only a limited picture of how the DPA is working for most citizens.  
We assume that data controllers would not have provided sufficient protections without the DPA, both to secure 
people’s rights and to harmonise standards of data protection across the EU.  However, given the scarcity of 
information on costs and benefits, there is a significant risk that the picture we have is inaccurate. 

 
Impact on admin burden (AB) (£m):  Impact on policy cost savings (£m): In scope 

New AB: £5m AB savings: 0 Net: £5m Policy cost savings: N/Q No 

2 



 

3 

 

Enforcement, Implementation and Wider Impacts 
What is the geographic coverage of the policy/option? United Kingdom       

From what date was the policy implemented? 01/03/2000 

Which organisation(s) enforce(s) the policy? ICO/CPS/HMCS/Tribunals 

What is the annual change in enforcement cost (£m)? £1m 

Does enforcement comply with Hampton principles? Yes 

Does implementation go beyond minimum EU requirements? Yes 

What is the CO2 equivalent change in greenhouse gas emissions?  
(Million tonnes CO2 equivalent)   

Traded:    
N/Q 

Non-traded: 
N/Q 

Does the proposal have an impact on competition? Yes 

What proportion (%) of Total PV costs/benefits is directly attributable to 
primary legislation, if applicable? 

Costs:  
20% 

Benefits: 
N/Q 

Annual cost (£m) per organisation 
(excl. Transition) (Constant Price) 

Micro 
NQ 

< 20 
NQ 

Small 
NQ 

Medium
NQ 

Large 
NQ 

Are any of these organisations exempt? No No No No No 
 

Specific Impact Tests: Checklist 
Set out in the table below where information on any SITs undertaken as part of the analysis of the policy 
options can be found in the evidence base. For guidance on how to complete each test, double-click on 
the link for the guidance provided by the relevant department.  

Please note this checklist is not intended to list each and every statutory consideration that departments 
should take into account when deciding which policy option to follow. It is the responsibility of 
departments to make sure that their duties are complied with. 

Does your policy option/proposal have an impact on…? Impact Page ref 
within IA 

Statutory equality duties1 
Statutory Equality Duties Impact Test guidance 

No 15 

 
Economic impacts   

Competition  Competition Assessment Impact Test guidance Yes 15 

Small firms  Small Firms Impact Test guidance Yes 15 
 

Environmental impacts  

Greenhouse gas assessment  Greenhouse Gas Assessment Impact Test guidance No 16 

Wider environmental issues  Wider Environmental Issues Impact Test guidance No 16 
 
Social impacts   

Health and well-being  Health and Well-being Impact Test guidance No 16 

Human rights  Human Rights Impact Test guidance Yes 16 

Justice system  Justice Impact Test guidance Yes 17 

Rural proofing  Rural Proofing Impact Test guidance No 17 
 
Sustainable development 
Sustainable Development Impact Test guidance 

No 18 

                                            
1 Race, disability and gender Impact assessments are statutory requirements for relevant policies. Equality statutory requirements will be 
expanded 2011, once the Equality Bill comes into force. Statutory equality duties part of the Equality Bill apply to GB only. The Toolkit provides 
advice on statutory equality duties for public authorities with a remit in Northern Ireland.  

http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/statutory-Equality-Duties-Guidance
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Competition-Assessment
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Small-Firms-Impact-Test
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Greenhouse-Gas-Impact-Assessment
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Wider-Environmental-Impact-Test
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Health-and-Well-Being
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Human-Rights
http://www.bis.gov.uk/policies/better-regulation/policy/scrutinising-new-regulations/preparing-impact-assessments/specific-impact-tests/Justice-Impact-Test
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Evidence Base (for summary sheets) 
 

Background  

 

Problem under consideration 

The period between the early 1980s and the mid-1990s saw ways of processing personal data quickly 
and efficiently becoming more common, and on a larger scale. The dangers posed to safeguarding 
personal data (for example, through loss, destruction, accidental or malicious disclosure, or inaccuracy) 
remained the same as those addressed by the 1981 Council of Europe Convention on Data Protection  
(108) and the Data Protection Act 1984, but it could be argued that the risk of those dangers had 
increased.  

At the same time, EU Member States experienced difficulty in transferring data across intra-EU borders, 
due to the differing rules governing data processing in different countries. Individuals, businesses and 
government bodies in one Member State could not have confidence that the same protections would 
apply to personal data if it crossed a border. A draft Data Protection Directive was therefore introduced in 
1990 to help address this problem, and this was eventually adopted on 24 October 1995 as the Data 
Protection Directive 95/46/EC (“the Directive”). The Directive had to be implemented by Member States 
by 24 October 1998. 

 

Rationale for intervention 

The immediate need to intervene was to transpose the Directive into UK law and thereby avoid infraction 
proceedings. The Directive made provision for individuals to have rights of access to manual records 
about themselves, which were not covered by the 1984 Act, so additional legislation was required to 
implement these. The Directive also provided for increased rights to compensation and redress in the 
courts. Additionally, various parts of the 1984 Act went further than the requirements of the Directive in 
safeguarding personal data and it was felt that these needed to remain in force. In this way, the 
protection of personal data for individuals in the UK would be assured. Finally, full transposition of the 
Directive into UK law would provide the minimum standards needed to allow personal data to be shared 
across borders, creating greater potential for the UK to trade and co-operate with other EU Member 
States. 

 

Policy objective 

The policy objective for the UK was to implement the Directive fully, ensuring appropriate protection of 
personal data. The DPA’s objectives therefore mirror those of the Directive, namely: 

 to establish minimum standards of data protection throughout the EU; 

 to protect individuals’ rights, including their right to data protection safeguards; and  

 to facilitate the exchange of personal data between Member States, thereby improving the operation 
of the single market. 

The Government’s stated aim at the time was to ensure the required level of protection for individuals 
without putting undue burdens onto data controllers (i.e. those organisations and people who determine 
the purposes and manner in which personal data is processed) additional to those contained in the 1984 
Act. However, this Impact Assessment (IA) considers the burdens and benefits of the DPA as a whole, 
not just where they differ from the previous legislation. 

 

Groups affected 

The DPA has an impact on anyone in the UK who processes personal data. This includes businesses of 
all sizes, government departments and agencies, and charities. The DPA provides exemptions from 
some of its requirements under certain circumstances (for example, where national security is involved). 
Personal data processed only for the purposes of an individual’s personal, family or household affairs 
are largely exempt from the DPA’s requirements.  
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Individuals have also been affected by the DPA by having their personal data protected by the law, with 
recourse either to the Information Commissioner’s Office (ICO) or through the courts when their data is 
(for example) lost, or processed unfairly. We do not know the extent to which individuals and companies 
would have experienced these costs and benefits without the DPA (for example, companies may have 
offered subject access to their customers as a matter of good customer service). 

 

Scope 

This Post Implementation Review IA is necessarily conducted at a high level and a full evaluation of the 
DPA is difficult, given the lack of a pre-established framework to monitor costs, the quality of evidence 
available, and the resources available to undertake research. This IA is therefore based on preliminary 
desk research, consideration of previous research in this area and responses to the Government’s 2010 
Call for Evidence on the Data Protection Legislative Framework, which included some comments on the 
provisional Post Implementation Review published in July 2010. It is being published alongside a 
Government Response to the Call for Evidence and is prepared ahead of negotiations on a new 
European data protection instrument, which are expected to begin in mid-2011. 

The situation with regard to data protection cannot be compared with that experienced in the UK before 
1984 (when there was no specific data protection legislation), because smaller amounts of personal data 
were processed at that time in less technologically advanced ways. Comparisons with countries that 
have no data protection law raise similar difficulties.  It is possible that much of the current practice and 
culture surrounding the security of personal data may well have arisen, independently of whether 
legislation was in place or not, as matter of good practice among Government departments, businesses 
and charities. 

 

Costs and Benefits 
 

Base case 

The “base case” for this IA is a situation where there is no data protection legislation in place. The Data 
Protection Act 1984 imposed costs on data controllers and brought benefits to organisations and 
individuals in the same areas as the current DPA, although, importantly, it did not apply to manual paper 
files. However, in considering the impact of current data protection legislation, we recognise that most 
interested parties (including data controllers and members of the public) will look at what costs and 
benefits are provided for by the legislation currently in place, and will not generally consider how the 
current Act differs from previous, repealed legislation. We have therefore chosen not to make our base 
case the situation where the 1984 Act is still in force, but rather the situation where there is no data 
protection legislation in force along the lines of the Data Protection Act 1984 and the DPA. As such this 
PIR assesses the impact of having a data protection framework, rather than the impacts of the 1998 act 
per se. 

 

The information being used 

In 2005 Price Waterhouse Coopers (PwC) carried out research for the Government assessing the 
administrative burdens of various pieces of regulation. These are the costs resulting from information 
obligations imposed on an organisation, where the organisation would not choose to undertake the 
administrative activity in the absence of the legislation. Included in the PwC research was the DPA and 
associated items of secondary legislation. These figures, available through the Department for Business, 
Innovation and Skills’ Admin Burdens Calculator, form the core of our provisional assessment of the 
admin burdens imposed by the DPA (see https://www.abcalculator.bis.gov.uk/login_ register.php). It 
should be noted that these figures are subject to a large degree of uncertainty. 

In addition to the PwC figures, this IA takes into account the Flash Barometer 226 “Data Protection 
perceptions among data controllers among enterprises in the Member States” telephone survey 
conducted on behalf of the European Commission.  The survey was conducted between 8 January 2008 
and 16 January 2008 by the Gallup Organisation.  The target group was companies with 20 or more 
employees.  In the UK 300 companies were sampled.   
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A survey conducted for the MoJ by British Market Research Bureau is also considered as part of the 
Equality Impact Assessment screening. This was conducted between 21 and 28 January 2010 and 
represents the views of 1,877 adults aged 15 or over in England and Wales. A similar survey conducted 
by ICM Research for the ICO has also fed into the Equality Impact Screening. This survey was carried 
out between 27 and 28 February and involved 1,004 adults over the age of 18 across England and 
Wales. 

This IA also takes into account comments and evidence received from a wide variety of over 160 
respondents to the Government’s 2010 Call for Evidence on the Data Protection Legislative Framework, 
from Government Departments, Local Authorities, businesses, charities, consumer groups, and 
members of the public among others. Suggestions and 87 comments made on the Government’s ‘Your 
Freedom’ website between July and September 2010 on data protection have also been considered. 

 

Costs in hindsight 

There is little firm evidence readily available about the full costs of implementation of the DPA. However, 
the PwC figures mentioned above provide a useful starting point for considering the administrative 
burdens placed on data controllers as a result of the DPA. As mentioned above, it should be noted that 
organisations may have incurred many of these costs voluntarily without the DPA. Therefore the extent 
to which we can allocate these costs solely to the DPA is difficult to establish. 

Table 1 below shows the admin costs that different categories impose across the UK as a whole, 
including the important category of subject access requests (requests by individuals to find out from a 
data controller what personal data of theirs is being processed), broken down into its constituent 
elements: 

Table 1 

Administrative Cost 
Cost per year (with “Business As 
Usual Costs” deducted) (£s) 

Providing information (subject access requests): general 1m 

Providing information (subject access requests): financial standing 41m 

Providing information (subject access requests): education records 2m 

Providing information (subject access requests): other burdens* 6m 

Subject access total 50m 

Notifying the Information Commissioner of activities 3m 

Getting expert information from another party Negligible 

Total 53m 

*For example, providing reasons why personal data cannot be disclosed. 

These costs were calculated using the Standard Cost Model (http://www.bis.gov.uk/policies/better-
regulation/policy/simplifying-existing-regulations/reducing-administrative-burdens) whereby costs are 
assessed on the basis of the average cost of an action (price) multiplied by the total number of actions 
performed per year (quantity). The average cost per action is estimated by multiplying a tariff (based on 
average labour cost per hour including prorated overheads) and the time required per action. For 
example, the costs for subject access requests are calculated on the basis that it takes between 10 and 
75 minutes to process general subject access requests; around 80 minutes to process requests relating 
to financial standing; 85 minutes to process requests relating to education records; and between 30 and 
90 minutes on other functions related to requests. It is estimated that the process of notifying the 
Information Commissioner takes between 20 and 40 minutes, and getting expert information from other 
parties takes between 50 and 90 minutes.  

The total number of actions is estimated by multiplying the number of entities that have to fulfil an action 
by the frequency of that action. These results have been adjusted to reflect 2009 wage rates. Beyond the 
obvious costs borne by relevant sectors (banks for financial standing requests, credit reference agencies 
by credit reference requests, and schools and universities by education record requests), we have no 
further breakdown on which groups are affected by the above costs, although the Information 
Commissioner’s Office’s (ICO) response to the Call for Evidence noted that data controllers in the public 
sector received a higher volume of subject access requests than those in the private sector. This was 
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backed up by the figures provided by other respondents.  In so far as business is concerned the 
Eurobarometer 226 survey noted that the number of subject access requests received was similar, 
regardless of their sector of activity. 

A few respondents to the Call for Evidence acknowledged the difficulties in quantifying the administrative 
burdens, but believed that the figures mentioned above significantly underestimated the true cost of 
compliance with the DPA. The staff time required to deal with a subject access request varied 
considerably in responses depending on the nature of the business.  The lowest time cited was 10 
minutes for one member of staff, but in some cases a subject access request (SAR) required a small 
team working over a period of a month or more. The estimated cost of this compliance varied between 
£10 and several £10,000s per SAR, with most responses estimating an average of between £100 and 
£500. Again this disparity appeared to depend on the nature of the business and the systems in place to 
respond to such requests for personal data, rather than the sector of which the data controller was a 
member. There was no clear evidence to equate the cost of compliance with a SAR with whether the 
data controller was a public authority or a private company.   

However, we recognise that respondents used different methods to calculate these costs and have taken 
differing types of cost into account when compiling these figures, making a more accurate cost 
impossible to quantify with certainty. The costs of SARs to business estimated by the Home Office in 
1997 in its Regulatory Impact Appraisal were £302 million per year, which is significantly higher than the 
PwC figure above. This may reflect an over-estimation of the number of SARs that businesses would 
receive. Given that the PwC figures are the result of the most recent, comprehensive study of the DPA’s 
administrative burdens, we use these estimates for the purpose of this IA, whilst acknowledging that 
there remains a large degree of uncertainty regarding the estimates. 

Respondents to the Call for Evidence also reported a wide disparity in the volumes of subject access 
requests received. Some data controllers had received no subject access requests, or very few, while at 
the other end of the scale the UK Borders Agency reported receiving 700 requests per week, and the 
Association of Chief Police Officers Criminal Records Office (ACRO) receiving around 60,000 per 
annum.  This evidence from the Call for Evidence is supported by the findings from the Eurobarometer 
226 survey: 39% of UK sampled companies had never received any request in 2006; 37% had received 
fewer than 10 requests; 9% had received between 10 and 50 requests; and 5% had received more than 
50 requests.  Furthermore, companies with more than 250 employees were more likely to have received 
such requests than smaller companies.  Not surprisingly, bigger companies reported receiving a larger 
number of requests than those in small and medium-sized companies.    Again, this demonstrates that 
the size and nature of the business will generally dictate the volumes of subject access requests 
received. However, most respondents who discussed the issue were agreed that the volumes had 
increased in recent years as data subjects became more aware of their rights. 

The main Credit Reference Agencies (Callcredit, Equifax and Experian) pointed out that, although they 
receive relatively few subject access requests under section 7 of the DPA, the requirement under section 
9 to provide information on an individual’s financial standing led to several million such requests per 
year. However, the nature of their business meant that the information was provided easily and 
automatically, with the cost of providing such information being around £5 per request. 

There are almost certainly further burdens on data controllers imposed by the DPA. These costs are not 
quantified in this IA, although the Government acknowledges that they may be significant. Policy 
burdens could be in the form of extra staff hired to enforce compliance and raise awareness within the 
workplace on data protection matters. This awareness may be assisted by literature and training 
provided during staff induction. Fair Processing Notices, which are required to ensure compliance with 
the first data protection principle’s requirement that personal data be processed fairly (see Schedule 1 to 
the DPA), will also impose a cost to businesses in terms of drafting and publication.  In the 
Eurobarometer 226 survey, 69% of all respondents in the UK claimed that their company maintained and 
updated a privacy policy notice (in comparison to the EU average of 41%). 

It is probable that organisations will have invested in software to protect the information they hold on 
individuals from misuse or theft. This would assist data controllers in complying with the seventh data 
protection principle that appropriate technical measures be taken against, amongst other things, 
unauthorised or unlawful processing of personal data. According to the Eurobarometer 226 survey, the 
proportion of UK respondents using privacy enhancing technologies to enhance protection of databases 
in their company has risen from 20% in 2003 to 39% in 2008.  Furthermore, 85% of UK respondents said 
that their company takes measures to enhance the security of data transferred via the Internet whereas 
the EU average is only 67%.  Any consideration of these policy costs should bear in mind “Business As 
Usual” (BAU) costs, i.e. those costs that data controllers would incur whether data protection legislation 
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existed or not. It is conceivable that some or all of the above measures would have been taken by 
businesses keen to provide a degree of assurance to customers that their personal data was safe. 

Finally, there is a cost to the justice system as a result of the DPA, and the offences and enforceable 
rights it provides for. Cases can be heard in the Magistrates’ Court, the Crown Court and the tribunals. 
These are considered in more detail in the Annex to this IA (see the ‘Justice Impact Test’). 

 

Indicative benefits in hindsight 

The quantifiable monetary benefits the DPA has brought are equally difficult to ascertain. Publications 
such as KPMG’s ‘Data Loss Barometer’, the Ponemon Institute’s Annual Study on data breach costs and 
the periodic InfoSecurity Information Security Breaches Survey do not set out the costs of compliance 
with the DPA, although we may assume that full compliance with the DPA would result in fewer data 
breaches occurring.  

In its 2010 Information Security Breaches Survey, carried out by PwC, InfoSecurity Europe put the 
average business cost of the worst security breach at between £27,500 and £55,000 for a small 
organisation and between £280,000 and £690,000 for a large organisation. These costs include, among 
other things, investigating and responding to an incident, financial loss due to fraud, and damage to 
reputation. This study also found that 62% of large organisations and 35% of small organisations had a 
serious information security incident, although not all of these will necessarily have involved personal 
data. The tentative cost figure put forward overall for the UK by PwC and InfoSecurity Europe is in the 
order of several billion pounds. However, as with costs, it is difficult to establish whether data controllers 
would have established their own data protection policies and practices, even without the DPA. 
Therefore the extent to which we can allocate these benefits solely to the DPA is difficult to establish. 

If we assume that the DPA prevents data breaches by providing a principles-based framework within 
which the processing of personal data takes place, as well as a regulatory system which provides for 
enforcement action in cases of non-compliance, we may assume there are some monetised benefits for 
the UK. If we assume that the DPA prevents between 25 and 50 data breaches across the UK every 
year (distributed among small organisations and large organisations, taking into account there are more 
smaller firms than larger firms), by using the InfoSecurity figures above, we can provide hypothetical 
assumptions for best-case and worst-case scenarios as set out in Tables 2 and 3 below: 

 

Table 2 

 
Small organisation 
min (£s). 

Small organisation 
max (£s). 

Large organisation 
min (£s). 

Large organisation 
max (£s). 

1 data breach 
averted 

27,500 55,000 280,000 690,000 

 

Table 3 

  Minimum Maximum Mean 
Scenario 1 – 25 Data 
Breaches Averted (10 
Large Firms, 15 Small 
Firms) 3m 8m 5m 
Scenario 2 – 50 Data 
Breaches Averted (20 
Large Firms, 30 Small 
Firms) 6m 15m 11m 

 

These illustrative figures would suggest that the DPA saves UK businesses as a whole between £3m 
and £15m per year in terms of averted data breaches, with a mid-case scenario of £9m in savings. 
However, the figures presented are subject to significant uncertainty and, in particular, it is impossible to 
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determine the numbers of breaches that would take place if there were no DPA, and amongst which 
sizes of organisation these would be distributed. 

Further to the above, businesses are assisted by the DPA in providing a framework in the UK which 
gives confidence to consumers that they can (for example) order goods online or join loyalty schemes, in 
the knowledge that their personal data is being held securely, and that the organisation in question will 
face repercussions if their information is misused. Equally, organisations in other countries will have 
increased confidence to trade and do business with UK-based companies, in the knowledge that their 
customers’ information is secure. A small number of respondents to the Call for Evidence noted that 
robust data protection law properly applied was a factor in giving the UK a competitive advantage in 
some areas, particularly in credit referencing, which in turn is required for a successful financial services 
system. From the customer’s point of view, individuals should have greater confidence that their 
personal data is being protected, and therefore may be more willing to provide information to 
organisations. This can allow the organisation concerned to offer more tailored goods and services and 
(for example) run loyalty schemes. However, despite these benefits being potentially considerable, we 
do not believe they are possible to quantify. 

The legal framework has helped to increase confidence in the handling of individuals’ personal data by 
creating a benchmark for the processing of personal data. The DPA has helped to safeguard individuals’ 
rights to the protection of their personal data, in particular by providing for a means of redress for unfair 
or unlawful processing (either through the courts or the Information Commissioner). For example, in the 
financial year 2009-10 there were seven prosecutions for failure to notify as a data controller and two 
prosecutions for failure to comply with enforcement notices, with the ICO also serving 15 enforcement 
notices and securing 57 formal undertakings. By contrast, in 2008-9, there were 14 prosecutions for data 
protection offences, 10 prosecutions for failure to notify, and 20 enforcement notices and formal 
undertakings. This has resulted in non-monetised benefits for individuals, for example in being able to 
control the unsolicited mail they receive and in being able to view, correct and amend the information 
that commercial organisations hold on them. 

 

Fines 

Successful prosecutions under the DPA can result in fines being imposed, which are routed from data 
controllers and individuals to the consolidated fund (the central fund in which Government money is 
collected and distributed). In general, these fines are for not notifying the Information Commissioner of 
activities, and for crimes surrounding the misuse of personal data. Less often, fines have also been 
imposed for failure to comply with an enforcement notice served under section 40 of the DPA. 

In the years between 2005 and 2010 these fines averaged around £10,000 per year from cases 
prosecuted by the ICO, although there is significant variation in the fines imposed in different years. For 
example, £23,200 in fines was imposed in 2005-06, while, by way of contrast the same figure in 2008-09 
was £4,150. Annual costs awarded averaged around £9,000 in the same period. The Victim Surcharge 
introduced in 2007 yielded an average of around £100 for the years 2007/8 to 2009/10 for data 
protection offences prosecuted by the ICO. 

There may be other data protection criminal cases we are unaware of that have been prosecuted by the 
Crown Prosecution Service, rather than the ICO, but these are believed to be relatively rare. The fines 
handed down for criminal offences set out below are considered for the purposes of this IA as benefits 
for the consolidated fund, but not costs for those data controllers and individuals who break the law. This 
is in line with standard IA methodology of not counting the costs to criminals. 

In addition to fines, the ICO was given powers in 2010 to serve Civil Monetary Penalties (CMPs) of up to 
£500,000 on data controllers who commit serious breaches of the data protection principles. 
Respondents to the Call for Evidence believed that it was too early to assess the use of these penalties. 
After the Call for Evidence closed, the Information Commissioner served the first two CMPs in November 
2010, one of £100,000 on Hertfordshire County Council and one of £60,000 on employment services 
company A4e. The IA published when the Government introduced CMPs made a central assumption 
that every year eight data controllers would each be served penalties of £100,000, resulting in £800,000 
in penalties annually. However, we have not included the figures for civil penalties in this IA as a cost for 
data controllers and a benefit for the consolidated fund as these penalties have not been served for the 
vast majority of the time the DPA has been in force. 
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Awareness of information rights 

Although hard to quantify, there is evidence from correspondence and from surveys commissioned by 
the ICO and the MoJ which indicates that the DPA has had a positive impact in terms of promoting 
awareness of data protection and wider information rights. In 2010, for example, 85% of respondents to 
the British Market Research Bureau’s (BMRB) survey were aware of the right to find out what personal 
data was held by businesses or public authorities. Overall awareness of information rights is also 
underlined by ICO research which shows that information rights are amongst the most important social 
concerns: the protection of people’s personal data ranked equal third with the NHS in an ICO survey of 
social concerns.  

The  BMRB surveys also demonstrate that awareness of the Freedom of Information Act 2000 (FOIA) is 
broadly on a par with awareness of the DPA, although the provisions of the two Acts are sometimes 
confused. The DPA gives individuals rights to access information held about them whereas the FOIA 
accords individuals the right to request access to official information held by over 100,000 public 
authorities. There are important exemptions in FOIA which relate to the processing of personal data. 
However, this overlap between the two Acts has created unintended consequences which can impact 
adversely on information rights. It should be noted that this does not stem from the DPA itself, but from 
the introduction of FOIA and the subsequent case law which relates to the aspects of the DPA that 
interact with section 40 of FOIA, (particularly in relation to the first data protection principle). Examples of 
the difficulties which this creates include: 

 the DPA being presented as a technical barrier to openness, often noticeable in cases related to the 
disclosure of the names of public officials under FOIA. This arises from certain interpretations of 
condition 6 of Schedule 2 to the DPA which sometimes lead to a different outcome compared to 
considerations under the fairness test. In turn, these lead to outcomes of non-disclosure under FOIA, 
when disclosure would have no impact on an individual’s private life;  

 difficulties in interpreting the definition of personal data in conjunction with recital 26 of the Directive 
and suitable tests for deciding when information is “anonymised” in the context of Freedom of 
Information decisions and judgements. 

Media organisations which responded to the Call for Evidence agreed with the view that the DPA could 
become a bar to openness, and noted their opinion that the DPA had had an impact on access to 
information. They argued that the DPA had become a barrier to reporting, investigation and publication 
as well as to maintaining archives.  

Nonetheless, enhanced awareness of data protection has helped to raise the issue on the political 
agenda. Consequently, policies and initiatives with a data protection interest, such as CCTV, 
Government databases, and the use of biometrics to assert identity, have received more detailed 
scrutiny from the public, the media and Parliament. 

 

Summary of the Review 

Quantifying the costs and benefits of the DPA is difficult, due to the factors outlined above, and 
particularly due to the fact that comparison, either with the situation in the UK prior to 1984 or with 
countries with no data protection rules, is difficult. Equally, it is difficult to know what measures data 
controllers would take to protect the personal data they process if there was no data protection 
legislation in place (i.e. their BAU costs and benefits). The costs and benefits outlined above should 
therefore be treated as indicative, with the caveat that they are subject to much uncertainty. 

 

Views of stakeholder and enforcement bodies on how well the DPA is meeting its objectives 

The ICO’s view is that the DPA has worked successfully  for the most part.  

Firstly, in terms of providing protection of personal data, the ICO believes that the level of protection 
afforded by the DPA is generally sufficient. Although it acknowledges that few of the obligations and 
financial burdens under the DPA would not otherwise be considered good business practice, it argues 
that high-profile breaches of data protection are a strong argument for the on-going need for a legal 
framework. It notes that such breaches have acted as a ‘wake-up call’ for some people as far as data 
protection matters are concerned, but that it is too soon to pass judgement on the effectiveness of their 
recent additional enforcement powers. 
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However, the ICO expresses some concern that the sanctions available against individuals who are 
involved in the unlawful trade of personal data are insufficient given the threat which they pose. In 
addition, it also identifies particular areas in which the legislation could provide greater clarity than at 
present, such as over the responsibilities of controllers and processors.  

Secondly, the ICO believes that there has been success in terms of raising awareness about the use of 
people’s personal data. Promoting the legislation, and the rights and responsibilities under the DPA, has 
encouraged a greater understanding of the role of personal data in everyday personal and corporate 
lives. This assertion is supported both by the rising level of complaints and enquiries with which they 
deal, as well as research which shows that people are increasingly concerned about their personal data 
and their control over it. 

Respondents to the Call for Evidence largely expressed the view that the DPA was working well, but 
some respondents thought that the legal framework was ineffective.  Particular concerns were raised by 
a few of those who responded about issues such as the transfer of personal data to third parties, the 
treatment of medical information and different approaches to gaining consent to processing personal 
data.  

A smaller number of respondents felt that the DPA is too restrictive, and expressed concern that what 
they saw as its complexity has lead to difficulties in effective implementation of the Act. Others thought 
that the DPA was overly bureaucratic and prescriptive, leaving data controllers with too little discretion 
over the way in which a particular outcome can be achieved.  

The views of data subjects were extracted from a sample of correspondence received by the Ministry of 
Justice (and its predecessor, the Department for Constitutional Affairs) between January 2007 and April 
2010. This sample consisted of 34 letters from MPs and 37 received directly from members of the public. 
It is not intended to be a scientific sample of the experiences of all UK citizens, but provides anecdotal 
evidence of the kinds of issues and difficulties encountered that can result at least in a perception that 
the DPA is flawed. 

A large majority of correspondents were concerned with the rights of private companies to hold, use and 
share personal data. Particular concern was expressed about credit service companies holding outdated 
or incorrect personal data. Correspondents were confused and angry about the right of private 
companies to collect and hold personal data that was not directly supplied to that individual company.  

Correspondents were also concerned about the often complex process that they had to undergo to get 
false personal data held about them corrected. They expressed a wish for harsher penalties to be 
imposed on companies who knowingly hold false personal data.  However, we do not believe that such 
complaints are commonplace.  According to the EU Barometer 226 survey, only 3% of respondents in 
2008 answered that their company had received a complaint from individuals whose data was being 
processed.  This is similar to the rate of complaint in 2003 (4%).   

The definition of personal data was the subject of some confusion, especially in relation to new 
technologies. For example they questioned whether IP (Internet Protocol) addresses, mobile phone 
numbers and CCTV image stills constituted personal data. Correspondents were also concerned about 
the seemingly large amount of personal data that was available for view on the internet. They questioned 
whether greater control was needed over the publication of such data. 

In many of the letters, the DPA was, or appeared to be, performing a blocking function when 
correspondents wanted to achieve a specific purpose. For example, where people with good intentions 
wanted to perform a specific action on behalf of a friend or relative, such as finding detail of a close 
friend’s care in hospital, they were frustrated by the seemingly obstructive nature of the Act. 
Correspondents expressed disappointment that the DPA appeared to protect parties “in the wrong,” such 
as tenants who did not pay their rent, at their own expense.  

A large proportion of the correspondence sent directly to the department was from private companies, or 
individuals involved in the community, who were anxious for advice about their responsibilities under the 
DPA.  Correspondents were keen for one clear source of advice to be established and publicised. Many 
individuals questioned the need to be registered under the DPA, and the associated charges involved 
with this. A high proportion of those correspondents who had written directly to the department either 
expressed frustration that they were not allowed to see personal data held about themselves, or wished 
to know how to make a SAR. 

The correspondence received by the Department represents only a limited picture of how the DPA is 
working for most citizens.  Given the scarcity of information on costs and benefits, there is the risk that 
the picture we have now is inaccurate.  
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Whether the policy is working as intended 

In broad terms, the DPA is working as intended, with most challenges only arising in more limited or 
technical areas.  

The DPA has provided a legal framework for the protection of personal data in the UK, providing 
individuals with certain rights and data controllers with certain responsibilities in relation to the 
processing of personal data. In particular, there seems to be broad support for the principles-based 
approach. Such an approach has been credited anecdotally with allowing the legal framework to be 
applied by different organisations to their own business. 

There is also increasing awareness of the requirements and importance of data protection by both data 
subjects and data controllers. For example, the ICO’s October 2010 track survey of social concerns 
showed that organisations’ awareness of most of the DPA’s data protection principles rose between 
2009 and 2010. Organisations’ awareness of individuals’ rights to see information about themselves was 
at 89%. Individuals’ awareness of the DPA is evidenced in particular by the growing number of 
individuals who refer enquiries or complaints about potential infringements of the DPA to the Information 
Commissioner (rising to over 32,000 in 2009-10, compared to 19,460 in 2004-5), as well as the 
administrative burdens borne by data controllers outlined above which illustrate the extent to which 
organisations comply with the law, especially in relation to notification and subject access obligations. In 
2009-10, there was a further year-on-year rise in the number of registered data controllers, taking the 
total to 328,164. 

However, evidence received in response to the MoJ’s Call for Evidence, correspondence from MPs and 
the public to the Department, the media and elsewhere suggests that there is not universal 
understanding or correct application of the DPA. This means that, in certain areas, the processing of 
personal data may still be open to abuse or misuse. The perceived complexity of the DPA has on 
occasion been held up as a reason not to comply proactively with the law or the reason why a breach 
has occurred, for example confusion over who constitutes the data controller amongst several 
organisations or what constitutes personal data. This complexity was mentioned repeatedly by 
respondents to the Call for Evidence as a reason why the DPA was not being applied correctly. Some 
consumer groups have also said that there is anecdotal evidence of widespread non-compliance with the 
Act among data controllers, and that recourse to the courts when the DPA was breached was too costly 
for most data subjects. 

In relation to the other main intention of the Directive - harmonising minimum standards of data 
protection across the European Economic Area (EEA) -,transposing the Directive through the DPA has 
brought the UK closer in line with other Member States. However, Member States have implemented the 
Directive in different ways, leading to a level of variation between Member States.  

Respondents to the Call for Evidence highlighted such variations in relation to the eighth data protection 
principle (on international transfers). In particular, they cited the different approaches taken by other EU 
Member States in satisfying the requirements for international data transfers. They said that some 
supervisory authorities required large amounts of detailed information before transfers outside of the 
EEA could take place, while others took a more streamlined approach. This process could often take 
months, or in one particular case, years to complete. They also said that the low number of ‘adequacy’ 
decisions by the European Commission (the process by which non-EEA countries are deemed to have 
sufficient data protection standards in place) was a key concern and called for more work in this area. 
Respondents also found the need to register with each supervisory authority to be burdensome, given 
that the requirements varied wildly between different Member States in the amount and type of 
information required. They suggested that a single process covering all Member States would be 
preferable.  

Application of the DPA 

There have also been negative consequences arising from enhanced awareness of data protection. 
Notably, it has given rise to instances of misapplication of the Act by data controllers, often documented 
in the media, who fail to disclose or share personal data, citing the DPA as the reason, even when this 
processing would be harmless and legitimate. This can often be a result of a lack of understanding about 
the DPA’s requirements, which leads to an over cautious approach to the disclosure of personal data. 
This has sometimes created unnecessary barriers in practice to the processing of personal data which 
were not intended by the legislation (or indeed which are not provided for in the legislation). Examples of 
this range from the more trivial, such as parents being prevented from taking photos of their children in 
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school plays, to very serious cases such as that highlighted by the Birchard Inquiry into the Soham 
murders. In the latter, Sir Michael Bichard noted the initial citation of data protection legislation as a bar 
to sharing vital information, a proposal which the report rejected. 

Respondents to the Call for Evidence pointed to a variety of circumstances in which the DPA appeared 
to be a barrier to useful and legitimate data sharing, although again they stressed that this was often due 
to an over-cautious approach to data protection. For example, academics, landlords, social researchers, 
insurers and investigators pointed out that the DPA was used as a reason not to disclose personal data, 
even where exemptions within the Act allowed it. Several respondents mentioned the issue of data 
protection preventing valuable medical research from taking place, and this is considered in the ‘Health 
and Wellbeing Impact Test’ section below. 

Many respondents to the Call for Evidence mentioned that a very large proportion of subject access 
requests were received in the context of litigation and employment disputes. In some cases, it was 
believed that data subjects’ legal representatives were using subject access requests as a cheap and 
easy means of disclosing information earlier than it would otherwise be in the course of legal 
proceedings. It was suggested that this was an abuse of the original intentions behind providing 
individuals with the right of subject access. 
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Annexes 
Annexes may be added to provide further information about non-monetary costs and benefits from 
Specific Impact Tests, if relevant to an overall understanding of policy options. 

Equality Impacts 
 
Statutory Equality Duties Impact Test 

The Data Protection Act 1998 (DPA) has had no perceivable impact on equality. An Equality Impact 
Assessment Review is attached.  

 

Economic Impacts 
 

Competition Assessment Impact 

The introduction of the DPA may have affected the ability of micro, small and medium sized firms to 
enter new markets, or compete in existing markets (see also Small Firms Impact Test). For example, the 
DPA’s requirements may mean that firms have decided not to store customer data and so are missing 
out on the benefits of customer profile marketing.  

Additionally, the DPA may affect UK firms’ ability to enter and compete in international markets where 
personal data protection legislation has not been introduced, or is less stringent.  

Firms who comply with DPA measures may be affected if they have to compete against other 
businesses that do not comply with the DPA, and so have lower administrative costs.  

It is also possible that the safeguards in the DPA may engender consumer confidence and brand loyalty 
amongst individuals, thereby providing firms with a competitive advantage over organisations not subject 
to comparable data protection laws (for example in some third countries outside the EEA). 

 
Small Firms Impact Test 

The DPA has had an impact on all firms which collect and process personal data.  The introduction of 
regulation in this area has involved staff time to understand the provisions of the DPA and its 
implications for their business. 

In a small firm (10-49 employees) or micro firm (1-9 employees) it is more likely that it will fall to the 
business owner or other senior personnel to understand and enforce regulatory responsibilities, meaning 
staff time costs will be higher. Additionally, it is less likely that small firms will have the resources to pay 
for independent legal advice to inform them of their obligations under the DPA.  

Respondents to the Call for Evidence pointed out that an increase in volumes of subject access requests 
(for example, in response to a complaint or negative media story) can result in small firms facing 
difficulties in responding to requests within the statutory deadline, with the limited staff numbers finding it 
hard to cope with the increased workload. 

According to the EU Barometer 226 Survey, across the EU: 

 more small companies (20-49 employees) (32.8%) were unfamiliar with the provisions of data 
protection law than medium-sized companies (49-250 employees) (27.7%) and large companies 
(over 250 employees) (17%); 

 the usage of privacy enhancing technologies was less widespread in small companies (47%) 
than medium-sized (58%) and large companies (70%); 

 small companies (45%) were less likely to receive subject access requests compared to large 
ones (51%); 

 5% of small companies received more than 50 subject access requests per year compared to 
13% of large ones; 

 36% of small companies said their company updated privacy policies compared to 62% of large 
ones. 



 

From these figures it would appear that that the DPA does not disproportionately affect small firms, 
although the impact of future changes to the legislation on them will need to be carefully considered.  

Environmental Impacts 
 
Greenhouse Gas Assessment 

The DPA has had no identifiable impact on greenhouse gasses.  

  

Wider Environmental Issues 

The DPA has had no identifiable impact on the wider environment.  

  

Social Impacts 
 
Health and Wellbeing Impact Test 

There is the potential for a very slight impact on public health in relation to the sanctions that can be 
imposed under the DPA. The threat of significant penalties, additional work, financial burdens and the 
perceived complexity of the DPA could cause mental health impacts such as anxiety and stress to those 
who have to work with personal data. This could have an impact especially on those who work in front 
line services and have to make vital and often complex decisions about whether to disclose personal 
data, while taking account of the DPA’s requirements.  

In addition, respondents to the Call for Evidence from the medical profession also pointed out that the 
DPA has acted as a barrier to medical research, as it is not always possible to anonymise medical data 
fully when carrying out research. It may be that, in turn, this has had an indirect health impact on 
individuals, but no evidence on this has been put forward. Bodies representing adopted people also 
mentioned that the data protection rights granted to biological parents have meant that vital genetic 
information has been withheld from those who are adopted. 

The DPA may also impact on partnership working if its safeguards result in a reluctance to share 
personal data between services such as the health services, the police and other emergency services 
(as discussed above – see page 13). This could conceivably present consequences for the type, 
timeliness and quality of care, though no firm evidence was submitted on this in response to the Call for 
Evidence. 

However, despite these concerns, no further evidence was provided in response to the Call for Evidence 
to suggest that the potential direct impact upon public health and wellbeing is significant enough to 
conduct a full health and wellbeing impact test.   

 
Human Rights Impact Test  

The DPA has had a significantly positive effect upon matters related to Article 8 of the European 
Convention on Human Rights – the right to respect for private and family life. This right means that 
everyone has the right to respect for private and family life, their home and their correspondence. 

Personal data is protected as part of an individual’s right to private life enshrined in Article 8. Any 
disclosure of personal data to another person or the collection and storage of personal data is likely to 
constitute an interference with a right to private life under Article 8. 

The DPA has enhanced public understanding of the importance of protecting personal information and 
the impact on the individual of unauthorised disclosure of this information.  

Judicial interpretations of the Human Rights Act 1998 have extended the right to a private life within a 
home to include also the right to a private life within a place of business in specific circumstances. This 
may apply to microfirms and sole traders who operate from their homes. The DPA includes the right for 
inspection of business premises without consent either under an assessment notice, or under warrant 
powers contained within Schedule 9 to the Act. This could lead to a potential conflict between Article 8 
and the DPA. However, we believe that the powers of entry and inspection of the Information 
Commissioner are proportionate, necessary and come with appropriate rights of appeal so that any 
interference would be justified. 
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Finally, media organisations have argued that data protection rights have conflicted with rights under 
Article 10 of the Convention – the right to freedom of expression. As discussed above, it has been 
reported that data protection has been given as a reason to refuse personal data to journalists 
investigating news stories in the public interest. However, it should be noted that the DPA sets out 
exemptions for the purposes of journalism, literature and art, and the Article 10 right to freedom of 
expression is a qualified one, which needs to be balanced against other rights (for example, the right to 
respect for private and family life)  

 

Justice Impact Test  

Data controllers can be prosecuted under the terms of the DPA which leads to an inevitable impact upon 
the justice system. Generally, the DPA’s requirements are enforced by the ICO, which has estimated its 
annual enforcement costs for 2009-10 at around £1m. 

Due to the offences introduced under the DPA, magistrates courts, county courts and tribunals will have 
experienced an increase in caseload with the DPA being enforced both by the ICO and through private 
prosecutions. This workload will also include the collection and enforcement of those fines and penalties 
imposed under the DPA, and specialist judicial training on the provisions of the DPA.  

The DPA may have created the possibility of more legal challenges due to two key factors. These are:  
 
 that the DPA, like the Directive, contains broad principles for data processing that allow for 

interpretation by individual data controllers. This ability to apply a degree of personal discretion may 
have increased the number of times that potential infringements of the DPA are challenged in the 
courts; 

 that the DPA has attracted a high level of public interest, which means that the likelihood of litigation 
is higher.  

 
We know that since 2005 the ICO has brought prosecutions against 71 individuals (as of May 2010). 
However, it may be that more than one individual was involved in one case. From figures provided by the 
ICO in its annual reports for 2005/6 to 2008/9 there was an average of eight hearings per year in the 
magistrates courts, with only one Crown Court case being heard in this period (in 2005). In 2007, two 
cases were heard in the Scottish courts.  Further, in the same period, the Information Commissioner 
applied to a circuit judge for a warrant for entry and inspection under Schedule 9 to the DPA on average 
9 times per year. Since the DPA came into force in 2000, 15 enforcement cases have gone to the 
Tribunal, an average of 1.5 every year. From these figures we have assumed that approximately 10 
court hours per year are spent on data protection offences. Seen within the context of around 1 million 
judicial hours used each year, it is clear that the DPA has had a minimal impact on the justice system.  

The rights and offences created under the DPA have an impact on legal aid budgets.. However, the 
figures for the civil legal aid budget for 2008-09, collated as part of the MoJ’s review ‘Proposals for the 
Reform of Legal Aid in England and Wales’ indicate that legal aid awarded for civil cases involving data 
protection was negligible. Similar figures for criminal cases were unavailable, but again, given the small 
numbers of data protection cases prosecuted, this is thought to be low. 

 
Rural Proofing Impact Test  

The DPA has had little perceivable impact on rural communities.  

However, rural businesses are more likely to be small or micro firms, and accordingly will be affected as 
discussed under the Small Firms Impact Test.  

In addition, it is likely that local town and parish councils will similarly be affected more by the 
administrative costs of complying with the DPA than their larger counterparts. These costs may include 
additional temporary staffing in order to comply with data protection legislation relating to Subject Access 
Requests or notification to the ICO.  

As with small firms, in small councils these responsibilities may also be more likely to fall to senior 
personnel meaning staff-time costs will be higher. Additionally, it is less likely that town and parish 
councils will have the resources to pay for independent legal advice regarding their obligations under the 
DPA. 
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Stakeholders agreed however that these factors did not amount to more than a marginal impact on rural 
communities.  
 

Sustainable Development Impacts 
 

Sustainable Development Impact Test 

The DPA has had no identifiable impact on sustainable development.  

 



 
    

CED-ERT (11/10) 

Equality Review Template 

The review process uses similar methodology to the Equality Impact Assessment Process. 
Unless you have a detailed knowledge of the equality duties, equality legislation and the EIA 
process, it is strongly recommended that attend an EIA training course before you attempt to 
complete the review. 

This template should be used to assess the impacts on: 

 disability 

 race 

 sex 

 gender reassignment 

 age 

 religion and belief 

 sexual orientation 

 pregnancy and maternity 

 caring responsibilities (usually only for HR polices and change management processes such as 
back offices) 

 

1. Name of the legislation, policy, strategy, project or service being reviewed. 

Data Protection Act 1998 (DPA).  

2. Individual Officer(s) & unit responsible for completing the Review. 

Ollie Simpson, Domestic Data Protection Team, Information Directorate.  



3. What sources of information have you gathered since the proposals were implemented that will help 
you to assess the actual equality impacts of this particular piece of work on different groups of 
people (such as statistics, survey results, complaints analysis, customer feedback). 

    

The UK launched a 12 week Call for Evidence on the data protection legislative framework in July 2010. 
The Call for Evidence invited individuals and those representing specific groups within society to outline 
their views on the current law on data protection, and in particular, how well they consider the DPA to 
address certain specific or technical matters.  
 
Over 160 written responses were received, including from the Information Commissioner's Office (ICO), 
Citizens Advice, the General Medical Council, the General Social Care Council, a variety of legal firms 
and members of the public.  
 
As well as the publication of the evidence paper, the Call for Evidence included workshops and 
meetings with key interested parties which took place between August and October 2010. MoJ officials 
have also carried out desk research on specific aspects of the DPA and the Directive.  As part of the 
Post Implementation Review of the DPA, the views of data subjects were extracted from a sample of 
correspondence received by the Ministry of Justice (and its predecessor, the Department for 
Constitutional Affairs) between January 2007 and April 2010. This sample consisted of 34 letters from 
MPs and 37 received directly from members of the public. It is not intended to be a scientific sample of 
the experiences of all UK citizens, but provides anecdotal evidence of issues and difficulties 
encountered in respect of the DPA. 
 
Several other sources were also taken into consideration, including: 
- Information Rights Tracker Survey conducted by the British Market Research Bureau (BMRB), 
commissioned by the Ministry of Justice (January 2010); 
- ICO Customer Satisfaction Survey (July 2009); 
- The Flash Barometer 226 “Data Protection perceptions among data controllers among enterprises in 
the Member States” telephone survey conducted on behalf of the European Commission (2008); and 
- ICO Personal Information Survey conducted by ICM Research (February 2008). 

4. Are there any gaps in the information that make it difficult or impossible to form an opinion on how 
this particular piece of work has affected different groups of people? If so, what are the gaps and 
how do you plan to collect the missing information. Please provide details and go to question 10. 

    

There are no centrally collated statistics about how the DPA affects people along lines of disability, 
race, gender and gender identity, pregnancy and maternity and caring responsibilities, which means 
that we do not know for certain whether or how the DPA has affected these groups in different ways. 
However, we have analysed the BMRB 2010 Tracker Survey, which does contain information about 
individuals’ awareness of the DPA and information rights and their attitude to disclosing personal data 
about themselves, broken down by gender, age and ethnic origin (“white” and “non-white”). We have 
also considered the ICO's Personal Information Survey, which breaks down respondents along lines of 
age and gender. 
 
According to the Information Commissioner’s Personal Information Survey, prepared by ICM Research 
in 2008, there was little difference between the sexes in terms of their level of confidence in the way 
organisations look after their personal details.  According to the survey 45% of males and 47% of 
females had confidence that organisations would look after their personal details.  Confidence was 
highest amongst 18-24 year olds (64%) and 25-34 year olds (51%) and lowest amongst 35-44 year olds 
(37%).  The level of confidence amongst those aged 65 and above was 46%.  
 
The BMRB Information Rights Tracker Survey responses have consistently indicated a higher level of 
trust in the handling of personal information by public authorities than by businesses.  The conclusions 
drawn from the Information Rights Tracker Survey support the findings of the Personal Information 
Survey. Levels of trust are broadly similar between men and women (56% of men and 54% of women 
were comfortable giving businesses their data, whilst 67% of men and 72% of women were comfortable 
doing the same to public authorities). Similarly, the level of trust in the handling of personal data, by 
both businesses and public authorities, seems to be highest among younger adults and generally 



decreases with age. Non-White respondents were more likely to be comfortable giving their personal 
data to businesses (63%) compared to White respondents (54%), although the trust levels were roughly 
equal when it came to giving data to local authorities (72% for non-White respondents, compared to 
69% of White respondents). This could indicate that non-white people have benefitted at least as much 
as white people from the protections of the DPA, if a level of confidence in organisations’ handling of 
personal data indicated a positive experience in this area.  
 
The Information Rights Tracker Survey also showed that the vast majority of respondents are aware of 
their rights to obtain personal information from public authorities and businesses. This was equally true 
of men and women who responded (85% and 86%, respectively). The age range 65 and above was 
least likely to be aware of their rights in this regard (81%), with those in the age range 35-44 most likely 
to be aware (88%). White respondents were slightly more aware of their rights (86%) as opposed to 
non-White respondents (82%), but these awareness levels are still relatively high. Knowledge of the 
DPA itself as a means to obtain information from public authorities was almost equal between the sexes 
(29% for men and 30% for women) and between White respondents and non-White respondents (29% 
and 30% respectively). However, awareness off the DPA was lower for those aged 65 and above (14%) 
and highest for those aged between 25 and 34 (39%). This difference may be explained by the 
withdrawal from work life and the fact that this age group grew up at a time when the use of computers 
and technology holding personal data was not as widespread, and there was no specific data protection 
legislation in the UK.  
 
A similar conclusion can be drawn from the ICO’s 2008 Personal Information Survey where, in 
response to a series of questions, the vast majority of respondents (average range 88% to 93%) 
thought that organisations are legally obliged to take certain steps when handling personal information.  
There was little difference (mostly 1% or 2%) between the sexes in terms of their responses.  However, 
only 83% of those aged 65 and above thought that organisations are legally obliged to “provide you with 
details on how they use your personal information” as compared with 94% of 35 to 44 year olds and 
93% of 18 to 24 year olds.  Similarly, only 59% of those aged 65 and above were aware that “it is the 
DPA that sets out how companies and government departments manage your personal information”, 
whereas the level of awareness for all other age groups was between 73% and 78%.  
 
The ICO’s customer satisfaction survey from July 2009 involved a sample of 263 people who had made 
complaints or enquiries to the ICO which had been completed or closed in the three months up to April 
2009. Of these 68% were men and 60% were under 50. The proportion of the sample who were from 
ethnic minorities (8%) or registered disabled (8%) broadly reflects the population as a whole. This could 
demonstrate (albeit with a limited sample) that the Act, and non-compliance with it, is not affecting 
these groups adversely, and that, when problems occur, they are aware of how to seek redress. 
 
In light of responses to the Call for Evidence, workshops held with stakeholders, desk research and the 
findings of surveys on rights awareness conducted by the Information Commissioner and the 
Government, we have not been presented with evidence to conclude that the DPA has had an adverse 
impact on the groups of people listed above.  
 

5. Does the information indicate that there are unexpected adverse equality impacts? Please provide 
details of what the impacts are and whom they affect. 

   

In broad terms, the DPA is working as intended, with most challenges only arising in more limited or 
technical areas.  However, it is apparent there are still occasions where the DPA is not understood or 
applied correctly by organisations and individuals. This means that, in certain areas, the processing of 
personal data may still be open to abuse or misuse. There have also been examples of organisations 
citing the DPA incorrectly when deciding not to release information. This has led to the creation of 
unnecessary barriers to the processing of personal data (for example, in the field of health and social 
care) which were not intended by the legislation.  From time to time the Information Commissioner 
receives complaints about a gas or electricity company that will not disclose whether an elderly relative 
or neighbour is in arrears and in danger of being cut off.  In response to these concerns the Information 
Commissioner’s Office published guidance “Data Protection myths and realities” to reduce the risk of 
organisations citing the DPA incorrectly. 



 
One of the conditions for the processing of personal data and sensitive personal data is consent.  This 
issue is relevant to both disability and age.  Where the data controller seeks to process personal data 
fairly and lawfully by relying on consent there is the potential for an adverse impact on those who are 
incapable of giving free, informed and explicit consent, such as those who are mentally impaired or 
young children.  In order to reduce the risk of an adverse impact the DPA imposes a duty on the 
Information Commissioner to publish codes of practice and guidance.  The Information Commissioner 
has recognised the difficulties involved for data controllers in judging whether a mentally impaired 
person or a child is capable of giving fully informed consent.  The Information Commissioner has 
published several technical notes in the area of education and health which deal with the issue of 
consent and set out best practice to be followed by data controllers. 
 
There is a lack of statistical data in the surveys mentioned in respect of disability, pregnancy and 
maternity, caring responsibilities, religion, belief, sexual orientation and gender identity. However, the 
ICO has published an Employment Practices Data Protection Code which, if complied with, reduces the 
risk of potential adverse equality impacts arising in these areas.  The Code is intended to help 
employers comply with the DPA and to encourage them to adopt good practice.  The Code aims to 
strike a balance between the legitimate expectations of workers that personal information about them 
will be handled properly and the legitimate interests of employers in deciding how best, within the law, 
to run their own businesses.  The Code provides advice on the processing of personal information in 
the context of recruitment and employee records related to disabilities and race and equality monitoring. 
Independently, a number of organisations, such as Local Authorities, Police Forces and Colleges, have 
published equality impact assessments on their data protection practices and procedures and from 
desk research carried out none of them have identified any potential adverse equality impacts. 

6. Can the adverse impacts be justified without taking steps to mitigate or remove the impacts? Please 
provide details of why you plan to take no further action. 

   

There is no evidence, based on statistical studies, desk research, stakeholder workshops and 
responses to the recent Call for Evidence to suggest that the DPA has in practice had an adverse 
impact on equality which would warrant further action. However, see the answer to question 10.  

7. If you cannot justify the adverse impacts, what further action do you plan to take to minimise or 
remove the impacts? Please provide details including who will complete the work and when. 

Note – if further work is required, another review date will need to be fixed – see question 10. 
    

We do not intend to carry out further action, as we have no evidence that the DPA has had an adverse 
impact on equality in practice.  
 
However, the independent regulator of the DPA, the ICO, has published a Single Equality Scheme, 
which highlights the equality and diversity work the ICO has undertaken, including a Disability Equality 
Scheme and diversity training for staff. It also sets out in an Action Plan what the ICO intends to do with 
regard to equality, including a plan for capturing information about its users which could identify any 
groups not using its services (for example, pursuing a complaint against a data controller) and 
analysing the data to identify any adverse impact of its policies and practices. The Scheme also 
commits the ICO to reviewing the accessibility of the advice it offers; currently, the ICO’s website 
conforms to the accessibility guidelines for UK Government websites, allows users to change the size 
of the text with their browser settings and supports ‘Browsealoud’, which reads webpages aloud for the 
blind, partially-sighted and those that have difficulty reading text onscreen. The Single Equality Scheme 
was subject to a formal consultation between June and September 2010, and a final version is due for 
publication by the ICO in March 2011.  
 
In addition, the Equality and Human Rights Commission is carrying out a research project to explore the 
issues surrounding information privacy and human rights.  The report has not yet been published.  



8. Is there any evidence that this particular piece of work has delivered positive equality impacts for 
different groups of people and/or improved equality of opportunity? Please provide details of the 
impacts and the evidence used to identify them. 

   

The DPA acknowledges that certain types of personal data need to be treated with additional care, and 
provides a separate category of “sensitive personal data” to reflect this. This category includes: 
 
- the racial or ethnic origin of the data subject; 
- his or her religious beliefs or other beliefs of a similar nature; 
- his or her physical or mental health or condition; 
- membership of a trade union; 
- his or her sexual life. 
 
Generally, the DPA requires that anyone wishing to process such information must satisfy extra 
conditions to ensure it is processed lawfully. Moreover, the third data protection principle (applicable to 
both personal data and sensitive personal data),requiring anyone processing personal data to ensure 
that the data processed is “adequate, relevant and not excessive”, should offer a general protection 
against the collection of unnecessary information on race, disability, religion, gender and sexual 
orientation, which could result in discriminatory decisions based on such information. However, one 
response to the Call for Evidence did point out that the above list of sensitive personal data does not 
include (among other things) sex, colour and nationality and, as such, these would simply be afforded 
the protection offered to non-sensitive personal data (including the third data protection principle’s 
prohibition on excessive processing). 
 
At the same time, Schedule 3 to the DPA allows organisations to process sensitive personal data about 
a person’s race for the purposes of promoting diversity amongst its workforce. This was further 
extended by Statutory Instrument (The Data Protection (Processing of Sensitive Personal Data) Order 
2000) to allow organisations to retain personal data about religion and health (including disability). This 
means that sensitive personal data can be processed "for the purpose of identifying or keeping under 
review the existence or absence of equality of opportunity". This would appear to be a useful provision 
in promoting equality in a variety of areas, and the Call for Evidence sought views on whether additional 
categories of data should be categorised as sensitive. Responses to that question did not consider 
extending the definition of sensitive personal data to gender, gender identity, age and caring 
responsibilities, but either tended to focus on financial information or expressed the view that the 
current definition was adequate. However, one respondent pointed out that aggregated non-sensitive 
personal data (for example a name and a photograph) could reveal information about gender 
reassignment. 
 
The DPA provides individuals with a right of access to information about themselves.  There is some 
anecdotal evidence to suggest that the right has had a positive impact on individuals who believe they 
may have been discriminated against because it enables them to access information for use in 
employment discrimination cases. 

9. If this particular piece of work was expected to deliver positive equality impacts and outcomes and 
the evidence suggests that this has not happened, please say whether you intend to take further 
action to remedy this and if not, provide your reasons for taking no further action. 

   

The DPA was intended to help ensure a minimum standard of data protection legislation throughout the 
EU, protect individuals' rights and freedoms, in particular their right to data protection safeguards, and 
to facilitate the free flow of personal data within the EU in the interests of improving the operation of the 
single market. Beyond this, it was not expected to deliver positive equality impacts. 



10. If you are unable to assess the actual equality impacts or further work is required to minimise or 
remove unexpected impacts, you will need to set another date for review. Please provide the next 
review date and details of who is going to complete it. 

   

 A legislative proposal for a new data protection instrument is expected from the European Commission 
in mid-2011. This will then be subject to negotiation amongst EU Member States. Any new legislative 
changes will require a full impact assessment, which will include an assessment of the potential impact 
on equalities. We will work with the relevant bodies wherever it appears that there may be an impact on 
equality. 
 
As set out above, the ICO will also monitor the use of its services by different groups as part of its 
Single Equality Scheme. 

11. Summary details, sign off by Senior Manager and date approved. 

You should now complete a brief summary (if possible, in less than 50 words) setting out which 
policy, legislation or service the EIA Review relates to, how you assessed it, a summary of the 
results of consultation, a summary of the impacts (positive and negative) and, any decisions 
made, actions taken or improvements implemented as a result of the Review. The summary will 
be published on the external MoJ website. 
      

This Equality Impact Assessment Review relates to the Data Protection Act 1998, which transposes EU 
Directive 95/46/EC and provides a framework for the secure and lawful handling of personal data. 
Based on information received from responses to a Call for Evidence held between July and October 
2010, desk research carried out by officials, workshops to assess different aspects of the legislative 
framework, and correspondence received by the Department, we have concluded that the legislation 
holds no adverse impacts for equality.  

Name (must be grade 5 or above): Belinda Lewis 

Department: Ministry of Justice 

Date: 21 January 2011 

Note: The EIA Review should be sent by email to anthony.shepherd@justice.gsi.gov.uk of the 
C
  
 
 orporate Equality Division (CED), for publication.  
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Produced by the Ministry of Justice 

You may re-use this information (not including logos) free of charge in any format 
or medium, under the terms of the Open Government Licence. To view this licence, 
visit http://www.nationalarchives.gov.uk/doc/open-government-licence/ or email: 
psi@nationalarchives.gsi.gov.uk 

Where we have identified any third party copyright material you will need to obtain 
permission from the copyright holders concerned. 

 

Alternative format versions of this report are available on request from 
Ollie Simpson, tel: 020 3334 4566, email: ollie.simpson@justice.gsi.gov.uk 
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